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This guide explains the transition from Outerlink's legacy Automated Flight Following (AFF) service to the enhanced Outerlink API 2. The new API introduces improved functionality, greater flexibility, and modern standards.

1. Overview of Changes

Outerlink AFF (Legacy System)

· Endpoint URL: https://aff.outerlink.com:443/
· Communication: Requires HTTP POST requests with XML payloads.
· Authentication: Credentials (username and password) embedded directly within the XML request.
· Data Format: Responses conform to the AFF XML schema and include positional data.

Outerlink API 2

· Endpoint URL: https://api.outerlink.com/aff
· Communication: Supports HTTP POST requests using XML or JSON.
· Authentication: Enhanced flexibility:
· Use Authorization headers (Base64 encoded Basic Auth).
· Optionally include credentials in XML or JSON request bodies.
· Additional Features:
· WebSocket support for real-time data feeds.
· Enhanced error messages and status codes for robust error handling.
· Expanded capabilities for sending communications messages and retrieving telemetry.


2.  Step-by-Step Transition

Step 1: Update the Endpoint
Replace the existing endpoint in your system with the new API 2 URL. The AFF endpoint, previously:

https://aff.outerlink.com:443/

must now point to:

https://api.outerlink.com/aff

This change ensures requests are directed to the updated system.
Step 2:  Update Authentication Method:

1. Legacy Authentication: In the legacy system, authentication was embedded in the XML request:

<msgRequest to="aff.outerlink.com:443" username="your_username" password="your_password">

2. API 2 Authentication Options:

· Option 1: Use the Authorization header for Basic Auth:

Authorization: Basic Base64(username:password)

Example for username=user1 and password=pass123:

Authorization: Basic dXNlcjE6cGFzczEyMw==

· Option 2: Embed credentials in the request payload (XML or JSON). This option is like the legacy approach:

<msgRequest username="username" password="password">

Choose the option that aligns best with your system's security practices.



Step 3: Update Request Format
API 2 supports both XML and JSON. Use the format that best suits your application's requirements.


XML Request

Legacy XML example:
<msgRequest to="aff.outerlink.com:443" username="your_username" password="your_password" msgType="Data Request">
    <body>request_time</body>
</msgRequest>

API 2 equivalent:
<msgRequest to="https://api.outerlink.com/aff" username="your_username" password="your_password" msgType="Data Request">
    <body>2024-01-01T00:00:00+00:00</body>
</msgRequest>

JSON Request

API 2 introduces JSON as an alternative request format. Example:

{
  "msgRequest": {
       "to": "https://api.outerlink.com/aff",
       "username": "your_username",
       "password": "your_password",
       "msgType": "Data Request",
       "dateTime": "2024-01-01T00:00:00+00:00",
       "body": "your_query_time"
  }
}



Step 4:  Implement Optional Features

Real-Time Data via WebSocket: The API 2 offers a WebSocket connection for live data streaming:

· Endpoint: wss://api.outerlink.com/aff/connect
· Authentication: Use Basic Auth credentials encoded in Base64.
· Header Example: Authorization: Basic dXNlcjE6cGFzczEyMw==

Use this feature for applications requiring near-instantaneous updates.


Sending Communication Messages: In addition to requesting data, you can send communication messages:

· Set msgType to Comms Message.
· Provide the message body and destination UnitID:

{
  "msgRequest": {
       "to": "https://api.outerlink.com/aff",
       "username": "your_username",
       "password": "your_password",
       "msgType": "Comms Message",
       "subject": "UnitID",
       "dateTime": "2024-12-31T12:59:59+00:00",
       "body": "your_message"
  }
}



Step 5: Test and Validate

1. Test Sample Requests:
· Send requests using both XML and JSON to confirm compatibility.
· Validate responses against the AFF schema.
2. Verify Error Handling:
· Simulate errors to ensure the system handles new error codes gracefully.
· Check for detailed error messages that provide actionable feedback.

Step 6: Update Error Handling and Monitoring

API 2 includes an expanded set of error codes and detailed messages. Update your error-handling logic to accommodate these changes. Ensure appropriate logging and monitoring mechanisms are in place to track errors in real time.


3. Resources and Support

· API 2 Documentation: https://outerlink.com/
· AFF Specification: https://www.aff.gov
· WebSocket Guide: Mozilla Developer Docs
· Developer Support: Contact Outerlink for guidance or clarification.
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